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“Component/Supplier Risk Assessment Tool”

A Useful Tool to Enhance the MRA Process:

Background: AFRL and DARPA have sponsored recent MRAs for 

developmental systems. These involved many components, processes, and 

suppliers – with critical technologies, single source dependencies, low-maturity 

materials and processes, and schedule challenges. MRA efforts needed to be 

selective, focused, and effective to achieve system-level manufacturing 

risk reduction.

A spreadsheet tool was developed and refined:  to enable an 

early, systematic risk assessment of key components, processes, and suppliers.

Recommendations: Consider this tool as a best practice for initial 

evaluation of component/supplier risks to selectively prioritize future MRA 

activities.  
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“Component/Supplier Risk Assessment Tool”

Brief history and description of attributes:

Initial “Heat Map” version: 

• Developed by Cody Grogan and Lockheed Martin (late 2017, early 

2018) for planning MRA activities in support of a developmental system. 

• Assessment based on “Yes-No” responses to “9 key questions” from MRL 

Deskbook (Section 4.3, 2020 version). 

• Successfully provoked discussion of key risks for further assessment.

• Key components/ suppliers were identified for focused MRA activities. 

• Featured individual component/supplier tabs, a summary sheet, and a 

consolidated risk map illustrating “Likelihood-Consequence.”

• Refined versions of spreadsheet now used internally by L-M.

Initial version was modified in 2020  - to provide a broadly 

applicable tool, compatible with the established MRA process… 
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“Component/Supplier Risk Assessment Tool”
Brief history and description of attributes, continued:

Revisions and improvements in 2020/2021: 

• Component/supplier tabs significantly improved for AFRL program 

supporting USAF MRAs (Wylie/Cowles). 

• Tied directly to DOD Risk Management Guide and MRL Deskbook. 

• Added “L vs C” assessment for each of the 9 questions, weighted impact 

scores, and a “5x5” summary for each component/supplier. 

• User-friendly, with instructions added for generic applicability. 

Results in 2020 and 2021:

• Exercised successfully for several large programs. 

• Preliminary, individual risk assessments generated for each 

component/supplier, then consolidated at system-level.

• Consensus on future SA and full MRA requirements achieved.

• Representation of system and component risks demonstrated. 

• Tracking of progress over time was documented.

Example follows…
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“Component/Supplier Risk Assessment Tool”
Description of Excel workbook tabs…:

Spreadsheet tabs:

• Revision history – table of changes and dates.

• Overview – brief background with objectives and guidance.

• Instructions – guidance and sequence for user input. 

• System Information tab – User input.

• Component/supplier tabs – User input. One tab for each component/supplier, or 

key process.

• Component Summary – populated by spreadsheet based on Component/supplier 

inputs.

• Consolidated Risk Rating - populated by spreadsheet based on 

Component/supplier inputs. 

Selected screen shots follow…
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“Component/Supplier Risk Assessment Tool”
“System Information” tab example: 

User fills in these fields

Default is equal weighting 

(recommended)

Default (6m/12m) from DOD 

risk guide is shown
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“Component/Supplier Risk Assessment Tool”

“Component” tab example – showing upper half of page:

Impact Scores for 

Component

9 MRL Threads &

Key Questions

Explanation &

Risk if “Yes”

Simple “Y” or “N”

Responses

“5x5” L & C

Estimates if “Yes”
Impact scores for 

“Yes” responses

Weighted “L – C” 

Result for Component
User fills in these

Spreadsheet does these
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“Component/Supplier Risk Assessment Tool”
“Component” tab example – showing lower half of page:

“L – C” results for 

9 Questions

Live links to 

consolidated results

“Consequence” guidance 

from DOD risk guide

“Likelihood” guidance 

from DOD risk guide

Weighted “L – C” 

results for component

Revision history and 

notes (user input)
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“Component/Supplier Risk Assessment Tool”
“Component Summary Sheet” example.  Users and reviewers 

can see overall results on one page – in table format:

User fills in these fields

Spreadsheet populates 

these fields from the 

Component tabs

User adds components 

and tabs as needed. 

These are also “live links.”
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“Component/Supplier Risk Assessment Tool”
Consolidated “Risk Rating” example. Users and reviewers can 

see overall results on one page - in graphical format:

Spreadsheet populates 

these fields from 

Component tabs and 

Summary. Component 

names are “live links.”

Weighted “L – C” results. 

Symbol size reflects 

weighted Impact Score

Note: Training example illustrating 

only 4 components/suppliers.
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“Component/Supplier Risk Assessment Tool”
Summary…

• Useful tool for preliminary component and supplier risk evaluation: 

• Prioritize future MRA activities. 

• Successfully used in current form by several large programs:

• Used to identify key risks posed by numerous components, key processes, 

and suppliers. 

• Achieved OEM, program, and MRA Team consensus for next steps. 

• Latest version regarded mature and suitable for broader use: 

• User friendly.

• Revision history, overview, and instructions added. 

• Excellent format for communication:

• Individual components/suppliers, or key processes.

• Consolidated summary for entire system.

• Progress tracking can be easily documented.
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“Component/Supplier Risk Assessment Tool”

Contact information…

Contact Information:

Bradford A. Cowles

Cowles Consulting, LLC.

Brad.Cowles@gmail.com

860-858-1228 Home; 860-833-4428 Cell

Roger Wylie 

Wylie Consulting, Inc.

Roger.Wylie@rwylieconsulting.com

541-979-1280
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